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Launched in 2008, EuroDIG, the European Di-
alogue on Internet Governance, is a unique
annual event that brings together Internet
stakeholders from throughout Europe (and
beyond), and from across the spectrum of gov-
ernment, industry, civil society, academia and
the technical community. Stakeholders and
participants work over the course of each year

to develop, in a bottom-up fashion, a dynamic
agenda that explores the pressing issues sur-
rounding how we develop, use, regulate and
govern the Internet. EuroDIG participants
come away with broader, more informed per-
spectives on these issues and new partners in
responding to the challenges of the informa-
tion society.
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Foreword

Marina Kaljurand - Member of the European Parlia-

ment and former Estonian Minister of Foreign Affairs

EuroDIG (European Dialogue on Internet Gov-
ernance) was launched in 2008 and since then
has established itself as an open and inclusive
arena for internet governance discussions, in-
cluding cybersecurity.

EuroDIG is known for its multistakehold-
erism and attracts a growing number of differ-
ent stakeholders every year. EuroDig is recog-
nized as an independent and respected forum.
It represents the new reality of inclusiveness in
terms of fostering multi-stakeholder dialogue
about cybersecurity (as well as other digital
topics). This public-private-partnership is not
a slogan but an example of real cooperation

between governments, industry, academia,
civil society and the tech community. To this
list, | would also add parliaments and parlia-
mentarians. They are the voice of the people;
and they are both accountable to and legisla-
tive on behalf of citizens. Therefore, | find that
the parliamentary track launched at IGF 2020
is particularly important and timely. We need
digitally educated politicians to adopt digital-
ly competent laws.

| see it in my daily work in the European
Parliament. The European Union has launched
an overly ambitious digital agenda - A Europe
Fit for Digital Age. It will have an impact on all
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our lives and almost all spheres of life. It en-
tails the adoption of a wide range of new legis-
lation and the European Parliament’s role
cannot be underestimated in this process. The
European Parliament advocates for a robust
and advanced digital policy and has continu-
ously helped to maintain the focus on digital
issues, including cybersecurity. | would argue
that today every Parliamentary Committee
has either a direct or an indirect connection to
digital topics. As such, | hope that EuroDIG will
also have its own parliamentary track to pro-
mote discussion on all aspects of digital gov-
ernance.

I first attended EuroDIG in 2015 in Sofia and
liked what | saw. As an Undersecretary and
Ambassador, | had attended hundreds of in-
ternational conferences, usually following the
same pattern - rushing in, delivering remarks
and rushing out. Always busy, always on the
run, and almost always meeting the same
conference crowd. My EuroDIG experience was
different. | took my time, listened and talked,
not only during official presentations, but also
during coffee breaks and social events. | en-
joyed it, and | learned a lot about the impor-
tance of listening to every stakeholder.

I am proud that my country - Estonia -
hosted EuroDIG in 2017. The theme was DIGi-
tal futures: promises and pitfalls. It was a

unique opportunity for my country to demon-
strate our proud achievements in terms of e-
Estonia and e-lifestyle.

I still have my notes from the panel | shared
with Kaja Ciglic (Director, Government Cyber-
security Policy and Strategy, Microsoft), Ge-
orge Jokhadze (Cybercrime Programme Office
of the Council of Europe) and Sally Wentworth
(Vice President of Global Politics Develop-
ment, ISOC).

The introduction to our panel was as fol-
lows: Cybersecurity threats make it to the daily
headlines: massive DDoS attacks against DNS
Service, alleged elections hacks, espionage, ter-
rorism and cyberwarfare. How does this change
the cybersecurity landscape and influence the
perceptions and actions of different stakehold-
ers?

EuroDIG was established one year after Es-
tonia became the first country in the world to
be subject to a politically motivated cyberat-
tack against a sovereign nation, so cybersecu-
rity has been on the EuroDIG agenda from the
very beginning. Those D-DOS in 2007 were
primitive by today’s standards. They did not
destroy anything or hurt anybody, but they
were humiliating and disturbing for a country
that was known for its e-lifestyle. However,
our resilience was proof-tested and we learn-
ed valuable lessons, which we have been shar-
ing ever since.
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What were the main lessons learned?

Firstly, the importance of political decision-
making and having cybersecurity high on the
political agenda.

Secondly, the importance of having our
house in order - which entails a strong legal
framework, strategies/action plans with a
clear division of responsibilities imbedded
into the working plans of ministries/agencies
with annual reporting obligations.

Thirdly, the importance of international co-
operation. Cyberattacks do not have borders
and so neither should cybersecurity. On the
contrary, international cooperation at all lev-
els and in different formats is crucial in order
to face and to tackle existing and emerging cy-
bersecurity challenges.

Finally, last but not least, the importance of
an inclusive approach. For the first time in the
history of mankind, Governments cannot be
effective in the cybersecurity sphere without
the support of and cooperation with other
stakeholders: whether they are industry/pri-
vate sector, academia, civil society, or the tech
sector. Collaboration between the private and
public sectors has always been at the centre of
Estonian innovation. In the 90s, the govern-
ment started several IT programs as a catalyst,
but only in a few cases was it the main spon-
sor. Since the early nineties, the government’s
philosophy was not to hire programmers, but

to use the services of private companies,
which in turn increased the competitiveness of
the Estonian IT sector. We called it an all-na-
tion approach. Today we call it public-private
partnerships, inclusiveness, multistakeholder
models etc.

I am glad that a multistakeholder approach
has finally been established and recognized as
a new reality of digital cooperation, also in the
field of cybersecurity. At least we can observe
it based on political statements. The Paris Call
for Trust and Security in Cyberspace launched
by President Macron in 2018 “calls for all
cyberspace actors to come together to face
digital threats endangering citizens and infra-
structure” and “encourages states to cooper-
ate with private sector partners and civil soci-
ety.” The Report of the UN Secretary-General’s
High-level Panel on Digital Cooperation “con-
sidered models of digital cooperation to ad-
vance the debate surrounding governance in
the digital sphere.” The report states in the Ex-
ecutive Summary that “effective digital coop-
eration requires that multilateralism, despite
current strains, be strengthened. It also re-
quires that multilateralism be complemented
by multi-stakeholderism - cooperation that in-
volves not only governments but a far more di-
verse spectrum of other stakeholders such as
civil society, academics, technologists and pri-
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vate sector.” This understanding is one of the
cornerstones of the Report and was reiterated
in the UN Secretary-General’s Roadmap for
Digital Cooperation.

Itis fair to say that EuroDIG has contributed
significantly to the wider acceptance of multi-
stakeholderism - not only by statements but
also by example. The future of digital coopera-
tion and the multistakeholder model (MSM)
have been on digital agenda for years. Finally,
it seems that national and international actors
have accepted it and see its benefits. Howev-
er, there are still open questions, starting with
who should be included in the MSM and how
exactly MSM should take place. We have to
continue these discussions, also at EuroDIG.

European Dialogue on Internet Governance
2008 - 2020. Security and Crime: A Decade of
Change. Sharing responsibilities and getting
the balance right through inclusive dialogue by
Dr Tatiana Tropina is unique and symbolic.
Unique, because it captures the first 12
years of EuroDIG, from 2008 - 2020. As Tatyana
writes: “The report has taken a chronological
approach to show the developments in the cy-
bersecurity discussions and to illustrate how
EuroDIG has most of the time followed - year
after year - the issues that were the most rele-
vant for Europe’s cybersecurity agenda.”.

Symbolic, because it ends with 2020 - a
year when the world confronted the COVID-19
pandemic which changed the world and how
we look at digital topics, including cybersecu-
rity.

This book is an excellent read for a wide
audience interested in EuroDIG discussions
about cybersecurity. It is comprehensive and
educational and it presents the views of a wide
range of different stakeholders, in just the
same way that EuroDIG operates.

In 2020, EuroDIG was held for the first (and
hopefully last) time fully online. We, EuroDIG
fans and supporters, were supposed to meet
in Trieste but we met only virtually. Online
meetings have become the new normal, but
they have not replaced face-to-face meetings,
quick chats during coffee breaks, or social
gatherings. | hope that EuroDIG will return
soon to its traditional way of working.

I would like to wish EuroDIG interesting dis-
cussions on timely topics with a growing num-
ber of participants for many years to come.

Thank you, Tatiana! This is your first book
about EuroDIG and cybersecurity. Hopefully,
there will be a sequel to follow.

Marina Kaljurand
April 2021
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Introduction

Dr. Tatiana Tropina, Subject Matter Expert for

security and crime at EuroDIG'

Cybersecurity issues have been high on the
agenda of all Internet stakeholders since the
term “Internet governance” was first coined
nearly 20 years ago when the approach to gov-
erning the global network was broadened
from the technical management of Internet
identifiers to include a much broader range of
public policy issues.

The emergence of cybersecurity as one of
the key considerations for policymakers can
be traced back to the first report of the Work-
ing Group on Internet Governance (WGIG)

which was a United Nations multistakeholder
working group created after the first phase of
the UN World Summit on the Information So-
ciety (WSIS) in 2003. Their reportin 2005 iden-
tified “Internet stability, security and cyber-
crime” as one of the most relevant public
policy concerns.

The increased dependency since the WSIS
of many aspects of human life on information
and communication technologies has not only
increased the relevance of cybersecurity to In-
ternet governance but also brought various
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stakeholder communities - for example na-
tional security agencies, telecommunications
administrations and financial regulators - into
international debates on Internet governance.

The European regional multistakeholder In-
ternet governance forum, the European Dia-
logue on Internet Governance - EuroDIG - has
facilitated multi-stakeholder discussions
about many varied aspects of cybersecurity
since its first open meeting in Strasbourg in
2008. In the following years the cybersecurity
discussions at EuroDIG have developed and
matured in the course of EuroDIG’s develop-
ment as the unique regional forum for all
stakeholders to address the opportunities and
challenges associated with the Internet’s evo-
lution as the global platform for the digital
revolution. This report aims to provide a com-
prehensive overview of how cybersecurity dis-
cussions at EuroDIG have evolved since its in-

ception up to the present time when the glob-
al COVID-19 pandemic has revealed how vul-
nerable people and businesses are to security
threats online and how important it is to have
trust in a safe and secure Internet.

The report’s chronological review illus-
trates how EuroDIG has generally succeeded
in keeping in step with market and technology
developments as a multistakeholder forum for
discussing the issues that have emerged as
most relevant for Europe’s cybersecurity agen-
da. Readers will be able to walk with the many
stakeholders who participated in these annual
EuroDIG discussions through the maze of cy-
bersecurity challenges and opportunities.
They will learn how the outcomes, recommen-
dations and solutions, published in the con-
cise terms of EuroDIG Messages, were reached
based on consensus amongst the participating
diversity of stakeholders.

11
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The cybersecurity track at EuroDIG has devel-
oped and matured since the first forum was
held in Strasbourg in 2008 according to the
needs of stakeholders to scope the opportuni-
ties, challenges and problems. At times it was
necessary to revisit some of the key issues and
redefine them by bringing expert stakeholders
together to examine the latest technology de-
velopments and assess their impacts on the
evolution of the Internet and the digital re-
volution. This is why we can witness several
phases in the development of the EuroDIG dis-
cussions, even though the transition from one
stage to the next was never dramatic: it was a
gradual evolution.

The first phase from the launch of EuroDIG
until 2014 considered security issues in the
context of the multistakeholder model but
year by year one could witness the struggle of
taking the discussion forward from “in which
manner” (i.e. multi-stakeholder) to “how ex-
actly” (i.e. what is the process). The discus-
sions addressed many emerging issues in-
cluding the exponential growth of new forms
of cybercrime and what was needed to inves-
tigate and prosecute online crime effectively,
the rapid development of borderless tech-
nologies such as cloud computing, the risks

increasingly associated with the emerging so-
cial networks, and the protection online of
fundamental human rights, privacy and secu-
rity.

In the next phase in 2015 - 2017 the cyber-
security sessions developed a two-fold ap-
proach. Firstly, they continued to focus on
scoping new challenges and identifying pos-
sible solutions. As cybersecurity inevitably
moved up the list of priorities for govern-
ments, the stakeholder community became
increasingly aware of the need to preserve and
maintain the multi-stakeholder approach to
addressing these critical issues.

A second no less important goal was to in-
crease awareness amongst European Internet
stakeholders of the growing complexity of the
cybersecurity environment and the need to
build and sustain trust in these transformative
technologies. It became essential therefore to
create the capacity for everyone to participate
actively in these processes and provide inputs.

Enhancing the interactivity of stakeholder
discussions, maximising inclusion and diversi-
ty, and strengthening the collation of inputs
on cybersecurity issues became therefore in-
creasingly important goals for EuroDIG’s or-
ganising teams and their consultations with
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stakeholders in preparation for the annual fo-
rum.

In the third phase in 2018 - 2020 the cyber-
security discussions moved from considering
cybersecurity as an overarching problem, to
building discussions around specific issues in
the European context, such as the emergence
of cyber norms, increasing user safety, and
specific proposals to enhance the frameworks
for cybercrime investigations. This was a fur-
ther sign that the diverse EuroDIG community
of stakeholders had established the facility to
develop a common understanding in the com-
plex field of cybersecurity.

The chronological overview of the sessions
shows therefore that while cybersecurity has
always been on EuroDIG’s agenda, it has de-
veloped different dimensions in the context of
what had emerged in successive years as spe-
cific new priorities. Thanks to the active partic-
ipation of experts from all stakeholder com-
munities, the EuroDIG forum has consistently
demonstrated its capacity to scope, scrutinise

and constructively discuss issues in an open

and inclusive manner, and to draw con-

clusions, define concrete proposals and pub-

lish consensus-based recommendations as

EuroDIG Messages for cascading to all Internet

communities in Europe and worldwide.

The following chronological review of

cybersecurity discussions and outcomes at the

annual EuroDIG multistakeholder forum is

covered in three parts:

Part One

EuroDIG 2008 - 2014: Reacting to the most
pressing cybersecurity issues and creating
a space for dialogue.

Part Two

EuroDIG 2015 - 2017: Cybersecurity as
everybody’s concern. Revisiting and
rescoping the issue and getting stakehold-
ersinvolved in the debate.

Part Three

EuroDIG 2018 - 2020: Global issues in the
European context.

13
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The issue of cybersecurity was a prominent
theme on the agenda of the inaugural EuroDIG
forum which was convened in Strasbourg in
2008. The first compilation of EuroDIG Mes-
sages reflected the common values shared by
many European stakeholders, including trust,
focus on multi-stakeholder process, and fun-
damental rights. Recognition of these values
set the context for cybersecurity-related dis-
cussions at EuroDIG in the years ahead.

The 2008 programme included a session on
European perspectives on fostering security,
privacy and openness on the Internet. This dis-
cussed the interplay between these issues
with the focus of minimising the trade-offs be-
tween them?’. The discussions covered cyber-

crime-related aspects and the enhancement
of legal frameworks in tackling the problem of
online crime, without compromising privacy
or the openness of the Internet. This would be
a recurring theme of concern in subsequent
EuroDIG discussions

It was clear from this first EuroDIG discus-
sions that the issues of security, privacy, and
openness on the Internet were best addressed
in conjunction with each other. It was also not-
ed that European policies concerning these is-
sues “must be based on fundamental rights
and the rule of law™. The discussions in Stras-
bourg also highlighted the role of trust and co-
operation between all stakeholders in tackling
the problem of cybercrime.
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Following the session on cybersecurity in 2008
which had considered the issues of security
and privacy in the context of the open Inter-
net, the session during the second EuroDIG fo-
rum in Geneva looked at cybersecurity and cy-
bercrime from the perspective of cooperation
between stakeholders primarily in industry
and government administrations. This focus
was consistent with the trend of growing sup-
port amongst many international organisa-
tions, governments, and non-governmental
stakeholders for public-private partnerships
as providing the most promising means of ad-
dressing the challenges of cybersecurity and
the growing problem of online crime.

With regard to legislative approaches to
tackle cybercrime, the concluding messages
from the session encouraged stakeholders to
follow the widely accepted approaches adopt-
ed in the Council of Europe’s Convention on
Cybercrime (the “Budapest Convention”) rath-
er than to develop competing legal frame-
works®.

The 2009 EuroDIG programme also includ-
ed a workshop on specific aspects of cyberse-
curity and cybercrime. Workshop 4: Cyber-
crime and cybersecurity: Private-Public
Partnerships aimed to identify the current

challenges and emerging threats. As during
the first EuroDIG forum, the session had a
broad scope and tried to cover as many as-
pects of cybersecurity as possible including
harmful online activity such as child abuse im-
ages, phishing, malware, botnets and illegal
money flows on the Internet.

With regard to collaborative efforts to tack-
le cybercrime and provide greater cybersecu-
rity, the workshop mainly focussed on the role
of intermediaries. Participating stakeholders
agreed that the way forward to build effective
public-private partnerships was to address
these issues on a national, regional and global
level.” The discussion also acknowledged the
crucial role of national and international legal
frameworks such as the Budapest Convention
in tackling cybercrime and data protection®.

The session concluded that it might not al-
ways be possible to apply more widely regula-
tory and legislative interventions and cooper-
ative approaches that worked in one
particular context. For example, the success of
mechanisms for cooperation with intermedi-
aries in blocking child abuse websites did not
mean that this approach would also work for
other forms of harmful or illegal content. The
workshop participants stressed that any col-

15
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laborative interventions in the form of new
multi-stakeholder models of regulation would
require rigorous assessment as to whether

The discussions on cybercrime continued at
the third EuroDIG forum in 2010 in Vilnius.
Workshop 1: Cross-border cybercrime juris-
diction under cloud computing focussed on
the issues of transborder access to data, and
industry initiatives and practices surrounding
the jurisdictional aspects of cloud computing.
The workshop aimed to raise awareness of
this issue, to assess the suitability of various
frameworks related to access to data stored in
the cloud, and to suggest possible solutions
for developing future policies in this area’.
This discussion was quite timely: in 2010
the issue of investigating cybercrime and col-
lecting electronic evidence solutions had be-
come increasingly problematic for legislators,
law enforcement agencies, and businesses,
due to the growing adoption of cloud-based
solutions. The issue of transborder access to
data was also on the agenda of the Council of
Europe in relation to the provisions of the Bu-

they could address a particular problem as in-
tended.

dapest Convention®. In addition to the jurisdic-
tional aspects of the problem, the EuroDIG
session also raised concerns relating to data
retention frameworks which at that time were
under scrutiny in the constitutional courts in
Romania and Germany®.

The workshop highlighted a number of
problems related to access to data in the
cloud for the purpose of pursuing criminal in-
vestigations. The first set of issues identified in
particular by the representatives of law en-
forcement and the global IT companies (the
so-called “big tech”) related to the increasing
uncertainty of the application of legal frame-
works for investigations, in particular the Eu-
ropean Data Retention Directive (2006/24/EC),
and related jurisdictional questions. EuroDIG
provided a unique opportunity for these issues
to be considered from different stakeholder
perspectives through the participation of ex-
perts representing law enforcement agencies,
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Internet service providers, civil society and in-
dustry, as well as noted academic experts®.

The discussions recognised the existence of
a legal quagmire for industry created by the
absence of clear guidelines for transborder ac-
cess to data. The EuroDIG Messages from the
workshop called for further strengthening of
international legal frameworks in order to gain
more clarity, especially with regard to the cri-
teria for law enforcement access to informa-
tion stored in the cloud. It was also stressed
that these frameworks should respect funda-
mental rights.

Another aspect stressed in the discussion
and session outcomes was the need to further
harmonise cybercrime legislation and provide
increased training on cybersecurity issues for
law enforcement agencies. Furthermore, this
critically important workshop identified the
potential role of public-private cooperation in
efforts to build capacity and improve collabo-
ration between industry and law enforce-
ment'.

A representative from a big tech company
in Workshop 1 emphasised the importance
of the EU Stockholm Programme (2009) un-
der the EU’s Internal Security Strategy
which included law enforcement coopera-

tion mechanisms and proposed the cre-
ation of a new European cybercrime agency
to tackle the problem of law enforcement
access to data stored in the cloud. The
speaker also referred to the new mandate
for the European Union’s Agency for Cyber-
security (ENISA) and expressed the hope
that ENISA and the new cybercrime agency

would work closely together®.

The conclusions and EuroDIG Messages from
the workshop recommended that the Council
or Europe and the European Union should join
with other international organisations in es-
tablishing a multi-stakeholder working group
comprising experts from the private sector,
civil society, academia, and government poli-
cymakers in order to develop guidance on the
issues related to access to data in cloud com-
puting. The proposed areas of focus of this
guidance would be cybercrime investigations,
data protection, jurisdiction, and legal con-
flicts.

The workshop also recommended in its
messages that the Council of Europe should
consider drafting specific policies and guide-
lines for law enforcement on trans-border in-
vestigations®.

17
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The issues of cybersecurity and cybercrime
were separated in the agenda of EuroDIG 2011
in Belgrade as two different aspects of securi-
ty-related issues. While the second main ple-
nary discussed the broader aspects of cyberse-
curity, Workshop 7 in the programme focussed
on cybercrime and the new threats posed by
social networking websites™.

Plenary Session 2: Cybersecurity: Clean-
ing-up businesses and infrastructures opened
with a discussion about the differences be-
tween cybersecurity and cybercrime in order
to put cybersecurity in the broader context of
online threats and to identify different regula-
tory levels required to address challenges such
as critical infrastructure resilience, emergency
responses, and information sharing. The ses-
sion also touched upon problems that small
and medium-sized enterprises (SMEs) face in
addressing cybersecurity threats. Representa-
tives from governments and industry spoke in
support of raising awareness amongst SMEs
about cybersecurity and involving them in the
processes for addressing current threats®.

One of the contentious issues raised by civ-
il society and youth participants was the risk

of the financial interests of private stakehold-
ers potentially subordinating and undermin-
ing the public interest goals in cybersecurity*.
Speakers from academia, not-for-profit organ-
isations and the European Commission also
highlighted that while cybersecurity was a
strong public interest concern, it should be
taken into account that private businesses run
and manage ICT infrastructure. It was not pos-
sible to develop effective policies to counter
cybersecurity threats in a top-down manner
due to the lack of instruments to enforce such
policies".

The concluding EuroDIG Messages from the
plenary session made clear that while experts
in the industry who were running networks
provided the technical responses and solu-
tions, cybersecurity threats could not be left to
the private sector to deal with due to the
strong public interest aspects of the problem.
Furthermore, there was an acknowledgement
that cybersecurity issues should not be dele-
gated solely to governments and regulatory
authorities®.

There was broad agreement that tradition-
al top-down command-and-control approach-
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es to regulation had failed to develop long
term solutions to cybersecurity threats. Rather
there was a need for 1. meaningful consulta-
tion between governments, regulators and
stakeholders in the private sector; and 2. effec-
tive awareness-raising amongst all parties, in-
cluding end-users, in order to ensure a bal-
anced approach to assessing risks and
opportunities. EuroDIG was seen as one of the
important multistakeholder for a which facili-
tated this®.

EuroDIG’s workshop on cybersecurity in
Belgrade - Workshop 7: Cybercrime and so-
cial networking sites. A new threat? - dis-
cussed the growing popularity of social net-
working websites where it was noted that
users (including children) were encouraged to

The cybersecurity session at EuroDIG 2012 in
Stockholm brought the issues of cybercrime
and cybersecurity together again in Plenary
Session 5: Public-private cooperation in the
fight against cyber-crime and safeguarding
cyber security? The session reviewed exam-

share significant amounts of personal infor-
mation about themselves. It also reviewed the
opportunities that social networks created for
malicious actors who used these platforms for
collecting personal data®, identity theft and
copyright violations.

The workshop concluded that there was a
need for active redress mechanisms which
users of social networks could utilise across
borders both within Europe and globally. It
was emphasised that the current lack of
awareness amongst children and adults about
the security and privacy threats of social net-
working was a major concern. There was a
need to empower users of all ages in order
that they could protect their interests when
engaging in social media websites™.

ples of national and international initiatives
aimed at addressing various cybersecurity and
cybercrime issues, including illegal content,
infrastructure resilience and the whole lifecy-
cle of cybersecurity. These included the Clean
IT Project initiated by the EU, the Global Net-

19
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work Initiative (GNI) - an alliance of Internet
and telecommunications companies, human
rights and press freedom groups, investors,
and academic institutions projects run at the
national level in Serbia and Sweden, the Cen-
tre for the Protection of the National Infra-
structure (CPNI) in the UK, and ENISA’s Euro-
pean Public-Private Partnership for Resilience
(EP3R)2.

The Plenary discussion focussed on the var-
ious challenges that these partnerships faced.
The participants first of all examined the draw-
backs of reporting and blocking illegal content
with the help of private industry. There was
broad recognition of the need to tackle the
root of the problem i.e. illegal activity online,
in addition to action to block access to partic-
ular types of content®. This led to a discussion
about the risks of “over-blocking” and the
measures that had to be taken by both public
and private partners to prevent incorrect
blocking and ensure there was no gradual in-
crease in the scope of content blocking.

Secondly, questions were raised about lack
of transparency and adequate safeguards for
the protection of human rights, adherence to
due process and respect for the rule of law.
The benefits of independent oversight were
also considered™.

The Plenary’s panel of experts emphasised
the challenges for cooperation between law
enforcement and private sector entities when
tackling and investigating cybercrime of-
fences. It was pointed out that law enforce-
ment and private companies had different ac-
countability regimes.

The session’s conclusions and messages
emphasised that self-regulation did not place
online content providers above the law; they
had to follow due process mechanisms, trans-
parency, accountability and respect for hu-
man rights when implementing and enforcing
self-regulatory frameworks>.
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Lisbon 2013: Multistakeholder models in cybercrime and

cybersecurity

EuroDIG in 2013 held in Lisbon took place in
the immediate aftermath of the Snowden
revelations of alleged global surveillance pro-
grammes. This had an impact on the cyber-
security and cybercrime discussions and ac-
cess to data and trust were issues high on the
EuroDIG agenda. Both cybersecurity sessions
- Plenary Session 5: Multistakeholder ap-
proach to fighting Cybercrime and safe-
guarding Cybersecurity and Workshop 6:
Security as a multistakeholder model - fo-
cussed on framing responses to online crime
and security within the multistakeholder per-
spective®.

Plenary Session 5 discussed the role of inter-
mediaries and other stakeholders in cyber-
crime investigations and in the broader con-
text of safeguarding security in cyberspace.
The main points of disagreement in the dis-
cussions concerned the different perspectives
that representatives from the ISP industry, law
enforcement agencies, and civil society con-
cerning the validity of law enforcement re-
quests, the effectiveness of mutual legal as-
sistance mechanisms, and respect for due

process. The session also discussed possible
conflicting approaches to the development of
legal frameworks for cybersecurity and cyber-
crime, such as Council of Europe conventions
and initiatives led by the International
Telecommunication Union (ITU) and the UN
Office on Drugs and Crime (UNODC)™".

The session participants acknowledged
that while traditional cooperation methods of
cybercrime investigation tended to fail, there
was a need to ensure that cooperation be-
tween law enforcement and industry adhered
to the rule of law and due process.

A government representative and a panel-
list from the ISP industry highlighted the
approaches of the Council of Europe to fa-
cilitate cooperation between ISPs and law
enforcement and to involve various stake-
holders in this process. The ISP representa-
tive expressed the opinion that these inclu-
sive approaches could be more effective in
terms of human rights, safeguards, and
multistakeholder involvement, than direc-
tives coming from the governments and in-

ternational organisations®.
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An issue raised by a representative of the
technical community concerned broader
stakeholder cooperation helping to shift
the focus from the differing objectives of
governmental agencies and other stake-
holders, in order to identify problems and
find solutions.

Another participant stressed the need
to be careful that discussions about cy-
bersecurity and cybercrime frameworks
did not become a situation of “us against
them,”
ISPs”.

i.e. law enforcement against the

Further discussion in the Plenary Session high-
lighted how managing multiple risks in cyber-
space was normally the responsibility of more
than one actor, and that shared responsibility
was consistent with the characteristics of
global information networks.

The Plenary Session acknowledged the
importance of trust not only between public
and private parties but between users and
providers, and the trust of citizens generally in
communications services. It was important in
this context to establish safeguards that en-
sured the right balance was maintained be-
tween the need for government and law en-
forcement interventions for the purposes of
protecting and enhancing cybersecurity, and
data privacy protection®.

This question of balancing trust and due
process was also a prominent concern in the
discussions at EuroDIG about transborder ac-
cess to data. Given the growing number of re-
quests from law enforcement agencies locat-
ed in another country, the representatives of
the technical community and “big tech” ex-
pressed the view that trust between interme-
diaries and law enforcement required the
provision of effective mechanisms for the ver-
ification of such requests, adherence to due
process, and maximising transparency and
accountability.

The Plenary Session also discussed the
problems of intermediaries who increasingly
found themselves having to balance the need
to retain the trust of users and the require-
ments of law enforcement agencies. Many par-
ticipantsin the session expressed the fear that
the loss of the trust of either risked eroding the
fundamental nature of the Internet®.

The EuroDIG workshop on cybersecurity -
Workshop 6: Security as a multistakeholder
model - covered various aspects of cybersecu-
rity, taking into account that the Internet had
become both a key infrastructure for commu-
nications and a major platform for social, po-
litical and economic activities. Cybersecurity
was seen as a shared responsibility: the in-
volvement of all stakeholders from the differ-
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ing sets of stakeholders and sectors was there-
fore crucial, including IT hardware manufac-
turers, the financial sector, the Internet’s tech-
nical community and Internet service
providers.

The workshop discussed the need for a
commonly agreed definition and shared un-
derstanding of cybersecurity and of “multi-
stakeholderism”. The workshop participants
who represented various stakeholder groups
agreed several key aspects, including trans-
parency, cooperation, engagement, informa-
tion sharing and collective learning™.

The workshop discussions also highlighted
the views of many participants that the tradi-
tional approaches to law and regulation when
applied to activities online tended to go in the
direction of greater control, monitoring of cit-

There were two Plenary Sessions during the
2014 EuroDIG event held in Berlin. Plenary
Session 5: Security, Internet principles and
human rights debated the notion of security
and considered how the term could be mis-
used and abused by state authorities to justify

izens’ behaviour and compliance, thereby pro-
ducing even more regulation and enforce-
ment. Based on the opinions expressed in the
discussion, there was a call for smart regula-
tion that included problem-oriented solutions
based on cooperation between stakeholders®.

The conclusions and EuroDIG Messages
drawn from the workshop recommended that
governments could act as facilitators, provid-
ing incentives and encouraging dialogue be-
tween these various stakeholder groups, con-
tributing support for capacity building and
increasing the inclusion of cybersecurity in ed-
ucational curricula. The session outcomes also
highlighted the need for a balanced approach
to security concerning the necessity of safe-
guards and respect for due process and funda-
mental rights*.

interference with the fundamental rights of
citizens. Taking into account the definition of
security from different stakeholder perspec-
tives and various historical and political con-
texts, the session’s report highlighted how the
definitions of terms such as “national security”
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and “terrorism” often remained vague, and
that certain governments cited threats to na-
tional security as justifying responses such as
mass surveillance of citizens’ online activi-
ties®.

The G20 Plenary discussion concluded by
acknowledging the need to re-conceptualise
Internet security so that it included the core
values of human rights. The report of the Ple-
nary called for efforts to find the right balance
between the protection of human rights-
based freedoms and security in the heteroge-
neous world of morals, values and ideals.

The session’s conclusions and EuroDIG
Messages underlined that the Internet was a
tool for communities to defend their rights
against undemocratic governmental and so-
cial repression: in other words, the Internet
“should not allow Big Brother to watch us but
should allow us to watch Big Brother™.

Plenary Session 6: A secure and non-frag-
mented cyberspace: rule of law in a cross-
border environment took forward the discus-
sions originally held in the EuroDIG Plenary on
cybersecurity and cybercrime in 2013 and con-
sidered issues relating to the rule of law in a
cross-border environment. The session con-
sidered the issue of possible fragmentation of
legal approaches and reviewed ways to avoid
conflicting legal frameworks.

Another aspect raised in the Plenary discus-
sion was whether differences in legal frame-
works could contribute to technical fragmen-
tation of the Internet where access to content
was blocked in one country because it wasiille-
gal under its national law. However, some par-
ticipants in the Plenary session believed this
was unlikely?.

Speakers from the Council of Europe, the
ISP industry and academia expressed an opin-
ion, which was supported by the audience at
the end of the session, that the Council of Eu-
rope’s Convention on Cybercrime was poten-
tially a good basis to avoid legal conflicts and
to harmonise legislation. It was generally
agreed that the framework provided by the
Convention could be a starting point for agree-
ing global multi-stakeholder commitments on
tackling the problem of cybercrime®.

The session also discussed the issue of col-
laboration between industry and governments
in tackling cybercrime, with a particular focus
on the role of ISPs in this ecosystem and ex-
tending that from being solely a conduit that
provided data in criminal investigations, to in-
clude protecting users from spam, malware
etc. The role of other intermediaries including
the social media platforms was also consid-
ered®.

These discussions revealed that some inter-
national legal frameworks for removingillegal
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content had not been developed based on
wide support and consensus. The representa-
tives from the Council of Europe, the ISP in-
dustry and some members of the audience
highlighted the problems related to these dis-
parities. The members of the session’s panel
agreed that this was an issue of possible dis-
agreement in the area of harmonisation of le-
gal frameworks®.

The final EuroDIG Messages from this ses-
sion acknowledged that some issues such as
illegal content might lack the necessary legal
instruments for harmonisation of approaches.
The session members called for all stakehold-
ers to work together to handle these issues
when national legal frameworks differed sig-
nificantly®.
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The organising team of the cybersecurity ses-
sions at EuroDIG in 2015 held in Sofia decided
to shift the approach to cybersecurity issues
towards building the capacity of the EuroDIG
stakeholder community to participate in relat-
ed discussions. Recognising the complexity of
the challenge of tackling cybersecurity threats,
the cybersecurity workshop and its follow-up
session had two aims. The first was to engage
everyone in the cybersecurity discussion; the
second was to cluster cybersecurity issues and
discuss where and how they were addressed,
with the overall goal of identifying actions that
stakeholders should take to mitigate and re-
solve cybersecurity problems®.

Workshop 5 and its follow-up session un-
der the heading Cybersecurity: bringing the

puzzle together was structured as an interac-
tive workshop that opened by inviting the au-
dience to explain their concerns related to cy-
bersecurity. These were clustered under
various headings including international
peace and security, cybercrime, critical re-
sources and protection of children in the digi-
tal age. The second part of the session fo-
cussed on discussing the over-arching theme
of who should take responsibility for address
the cybersecurity issues raised in the first part.

While recognising the necessity for cooper-
ation and the ongoing efforts of governments
and industry to provide and maintain cyberse-
curity, the discussion in the workshop empha-
sised the need to take into account the distinct
mandates of certain stakeholders, such as the
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unique role of the governments in law-making
and law enforcement. The discussions empha-
sised the need for clear and transparent
frameworks outlining who decided what was
right and what was wrong when it came to the
law, regulation and enforcement®.

The discussions also highlighted the diffi-
culties in finding the right balance between
governmental interventions and voluntary ap-
proaches in the cybersecurity ecosystem due
to the fast-evolving nature of cyber-threats,
the complexity of regulatory domains, and the
many actors involved in cybersecurity.

The workshop also reflected on the so-
called “cybersecurity divide“ in Europe regard-
ing the capacity of governments, industry, and
law enforcement agencies to address the com-
plexities of establishing and maintaining an
adequate level of cybersecurity. The workshop
participants recommended that the current
fora for multi-stakeholder discussions which
brought together government policymakers,

law enforcement agencies and non-govern-
ment stakeholders should strengthen their
process of dialogue and increase stakeholder
inclusion.

The workshop discussions endorsed the
following fundamental aspects of cybersecuri-
ty: education, cooperation, building and
restoring trust, and protection of fundamental
rights online*. A key conclusion in the ses-
sion’s contribution to EuroDIG’s Messages was
that governments and regulators should un-
dertake assessments of the impacts of regula-
tory intervention and enforcement in order
not to inhibit innovation and constrain the de-
velopment of new technologies®. Session par-
ticipants recognised that cybersecurity re-
quired on the one hand robust frameworks of
criminal law and procedure, safeguards and
human rights protection measures, and on the
other hand flexible regulatory responses and
measures for building trust®.
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Building on the success of the interactive dia-
logue held during the previous year’s EuroDIG
forum, the cybersecurity workshop during
EuroDIG in 2016 in Brussels moved the focus
from mapping cybersecurity issues to the
question of how these issues were addressed
in Europe.

Workshop 5: Cybersecurity revisited, or
are best practices really best? was another
highly interactive EuroDIG session which dis-
cussed the progress of on-going multistake-
holder and multilateral processes such as the
UN Group of Government Experts on Advanc-
ing Responsible State Behaviour in Cyberspace
in the Context of International Security (UN
GGE), the Council of Europe’s Cloud Evidence
Group which explored solutions for criminal
justice access to evidence stored on servers in
the cloud and in foreign jurisdictions (includ-
ing through mutual legal assistance), and the
Global Forum on Cyber Expertise (GFCE), a mul-
tistakeholder community that promoted inter-
national collaboration in capacity building.

The first part of the session focussed on
best practices in cybersecurity and examined
whether they were indeed the best and what

might be done to improve these practices. The
session identified several concerns. The most
important according to civil society represen-
tatives concerned openness and participation.
Multistakeholder processes provided the best
way to achieve workable solutions because
they enabled expert stakeholders at an early
stage in the process to identify, discuss, and
address possible drawbacks and flaws in pro-
posals for conventions, legal frameworks and
regulation. It was especially important for civ-
il society representatives to be able to ensure
the inclusion of fundamental rights and free-
doms in cybersecurity proposals and ensure
that these were reinforced rather than under-
mined by new cybersecurity proposals.

While multilateral cybersecurity processes
led by governments were becoming increas-
ingly open for multistakeholder inputs, it was
often the case, however, that the final negoti-
ations took place without the direct participa-
tion of civil society and business representa-
tives. Intergovernmental processes lacking
such openness and transparency risked erod-
ing the trust of citizens and Internet users in
the role of governments®.
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One civil society representative expressed
the view in Workshop 5 that negotiations of
cybersecurity frameworks often considered
human rights and security as a dichotomy
of opposing positions that led to decisions
in favour of one over the other. However, it

was equally important for cybersecurity

policies to reinforced human rights®.

The follow-up discussion to Workshop 5 under
the heading The future of cybersecurity in
Europe - from state of play to state of art,
opened by taking forward the earlier discus-
sion on best practices with the aim of making
specific recommendations for improvements.
Participants raised the issues of building trust
and considering cybersecurity as a process
and not a result. The discussion highlighted
that security can relate to both security of
tools and security of processes. The debate
emphasised that openness and trust were
equally important for both aspects®.

Further discussion focussed on trust as a
necessary prerequisite for providing cyberse-
curity. There were various perspectives of
trust: trust between institutions, the trust of
end-users in products, user trust in the Inter-
net. The session considered whether these
various aspects and manifestations of trust
could be mutually reinforcing. It was general-
ly agreed that governments could be consid-

ered as a channel for building user trust be-
cause they could legislate with this aim in
mind. It was usually the private sector, howev-
er, that had the critical role of implementing
these legal requirements s that they became
effective.

It was also noted that cybersecurity regula-
tions normally set the obligations on providers
at the end of the value chain, such as the
telecommunications operators, and not on
the vendors or companies that produced and
supplied end-user equipment. This was due to
the complexity of the global supply market
and inability to enforce regulation or promote
better practices at the start of the chain®.

The session agreed several conclusions for
inclusion in EuroDIG Messages relating to im-
provement of best practices and the way for-
ward in building trust®.

Firstly, it was important to broaden cooper-
ation on cybersecurity by bringing stakeholder
communities closer together to help them
learn from each other’s good practices. It was
emphasised that good practices always in-
cluded the creation of trust between the dif-
ferent parties involved. For example, the de-
velopment of practices for tackling the
problem of spam had been largely achieved
through cooperation between community
emergency response teams (CERTs) and law
enforcement agencies.
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The workshop’s conclusions also recorded
that there was general agreement about the
existence of a gap between the diplomatic and
military communities on the one hand, and
the technical communities on the other when
framing cybersecurity proposals. Differences
in the discussions risked creating fundamental
misunderstandings and both communities
were urged to continue open and inclusive di-
alogue.

Finally, the session outcomes acknowl-
edged there was a need to bring together the

EuroDIG 2017 in Tallinn had several sessions
devoted to cybersecurity. In addition to a Ple-
nary Session on mapping the cybersecurity
landscape in Europe and beyond, there were
two workshops on multi-stakeholder ap-
proaches to cybersecurity, and on criminal jus-
tice in cyberspace. In addition, the technical
community organised an educational track
session about the technical realities behind
the headlines.

multitude of platforms and initiatives working
on cybersecurity, especially in the field of ca-
pacity building, in order to promote collabora-
tion and avoid duplication of efforts. The par-
ticipants in the EuroDIG session underlined
the necessity to make these initiatives and
processes more open, transparent and inclu-
sive with the active participation throughout
of the various stakeholders with a major inter-
est in cybersecurity.

The opening Plenary Session Alice in Won-
derland - mapping the cyber-security land-
scape in Europe and beyond explored
changes in the cybersecurity landscape in Eu-
rope and discussed how these influenced the
perceptions and actions of different stake-
holders™. The session marked one of the fun-
damental changes in EuroDIG’s discourse on
cybersecurity by examining the leading role of
governments in cybersecurity, especially with
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regard to national policies and regulations, co-
operation with other stakeholders, cross-bor-
der cooperation, and the development of
norms for responsible state behaviour in cy-
berspace.

The role of governments was framed in the
discussion from different perspectives: con-
sumer protection; the security of citizens; the
emerging regulation of the Internet of Things
(loT); and protection of critical infrastructure.

The importance of the EU’s Directive on
Network and Information Systems (NIS) for
the protection of essential services and crit-
ical infrastructures was highlighted in the
Plenary Session by a representative from
the technical community as providing fi-
nancial incentives for businesses to invest
in protecting society from cybersecurity
threats. It was also pointed out by other
participants in the session that in addition
to the adoption of regulatory frameworks,
there were increasing calls for norms to be
agreed relating to responsible behaviour of
state and non-state actors in cyberspace®.

While recognising that governments
played a unique and growing role in provid-
ing cybersecurity, especially through creat-
ing and enforcing rules and regulations,
there were expressions of concern by repre-

sentatives of the technical community that

some governments lacked sufficient techni-
cal expertise or were driven by political
agendas and a desire to control citizens’
online behaviour and activities.

Some participants from the technical
community expressed the view that gov-
ernment policies could result in a variety of
approaches at the national level. For exam-
ple, some governments defined critical in-
frastructure while others did not. For pri-
vate stakeholders operating across borders
this kind of inconsistency in governments
approaches to national policy created addi-
tional complexity and lack of clarity as to
who was responsible for a particular part of

the national infrastructure®.

Stakeholder participation in the development
of cybersecurity policies was highlighted as
crucial to provide the necessary expertise, to
ensure transparency, and to hold public au-
thorities to account. This was reflected in the
conclusions and the EuroDIG Messages™.

The workshop on cybersecurity issues in the
EuroDIG programme in Tallinn - Workshop 9:
Stress testing the multistakeholder model
in cybersecurity - discussed collaborative se-
curity models as a different kind of multistake-
holder approach®. Based on the outcomes of
the Plenary 1 session which had mapped the
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cybersecurity landscape, the workshop also
took into account opinions as to whether gov-
ernments always had a leading role in cyberse-
curity.

The different roles that stakeholders had in
implementing regulations and laws was also
discussed. It was generally acknowledged that
while aspirations always expressed support
for public-private partnerships and multi-
stakeholder collaboration, the complexity of
the cybersecurity environment created a lack
of understanding of what ,multistakeholder®
meant in practice and what the various roles
and responsibilities of stakeholders were.

The workshop also discussed the various
incentives, economic reasoning and interests
of cybersecurity stakeholder communities.

While recognising that governments could
take a leading role in developing cybersecurity
policies, it was generally agreed that the
processes for developing these policies should
be multistakeholder. In this regard, it was
stressed that civil society participation was vi-
tally important as their involvement helped to
ensure greater transparency and accountabil-
ity in the final proposals. The EuroDIG Mes-
sages from the workshop recommended ac-
cordingly that collaborative multistakeholder
approaches were the best way to bridge these
differing perspectives amongst the stakehold-
er community®’. Furthermore, taking into ac-

count how the Internet was constituted and
how it worked, the workshop concluded that
each party had a responsibility to foster re-
silience and to adopt a collaborative approach
to addressing cybersecurity that promoted
confidence and supported social and econom-
ic opportunities®.

Workshop 4 in the EuroDIG programme un-
der the heading Criminal justice on the In-
ternet - identifying common solutions ap-
proached the issue of cybercrime from a
broader perspective. With most online crimi-
nal activity leaving digital traces, the organis-
ing team considered it important to change
the discourse and examine the emerging chal-
lenges of pursuing criminal justice on the In-
ternet and obtaining electronic evidence. The
workshop aimed to ensure that the various
stakeholders involved in criminal investiga-
tions were aware of each other’s problems and
cooperating in the search for common solu-
tions™.

Participants in the workshop discussed the
significant problem of digital evidence collec-
tion and the lack of systemic approaches at
that time. In the absence of effective legal
frameworks ad hoc solutions such as volun-
tary agreements between industry and law en-
forcement were considered to be ineffective in
addressing what had been described as the
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lawless “Wild West of the Internet.” The partic-
ipants called instead for structured solutions
including modification and harmonisation of
existing legal standards for digital evidence
collection, standardisation of request forms,
capacity building and training in the law en-
forcement community, and the establishment
of channels for facilitating requests such as
online portals. The work of the European Com-
mission in this area was also discussed as po-
tentially providing better tools for cooperation
with Internet service providers (ISPs), within
the EU and externally, in order to obtain ac-
cess to digital evidence®.

The workshop’s concluding EuroDIG Mes-
sages emphasised the need for safeguards and
human rights to be included in frameworks for
online criminal investigation, and for trans-
parency in the process of developing new so-
lutions and related procedures. It was also rec-
ommended that all stakeholders should be
involved in the processes for the development
of these solutions.

The workshop participants also agreed that
there should be an increase in the capacity of
law enforcement agencies to process requests
for data access in criminal investigations. At
the operational level, law enforcement and In-
ternet intermediaries had to create a better
shared understanding of the reasons behind
the request for digital evidence®.

With regard to specific technologies, the
workshop discussed the use of the Carrier-
Grade NAT or LSNAT (large scale network ad-
dress translation) standard. Representatives
of law enforcement and the technical commu-
nity considered its use to be a contentious is-
sue for cooperation in criminal investiga-
tions®. The workshop’s EuroDIG Message on
this issue called for better engagement be-
tween law enforcement agencies and the In-
ternet industry in reducing the use of tech-
nologies that prevented attribution in criminal
investigations®.
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Cybersecurity discussions at EuroDIG reached
a turning point in 2018 when the focus shifted
from discussing general issues of cybersecuri-

Cybersecurity discussions during the 2018
EuroDIG forum in Thilisi focussed on two spe-
cific issues that were high on the agenda of
various stakeholders:

1. the role of non-state actors in setting

ty to specific topics identified by stakeholders
in the call for issues during the preparatory
phase.

2. the cross-cutting issue of economic oppor-

tunities and security challenges of the In-
ternet of Things (IoT)®. This was not a new
area of focus for EuroDIG but it was high
on the agenda of cybersecurity policymak-

norms of responsible behaviour in cyber-
space. This stemmed from the trend of pri-
vate sector entities coming forward with
proposals for international instruments for
responsible behaviour in cyberspace, no-
tably Microsoft’s Digital Geneva Conven-
tion to protect cyberspace. The key issue
was whether private sector entities had
the authority and legitimacy to make such
proposals®.

ersin the EU at this time, in particular the
European Union Agency for Cybersecurity
(ENISA), as well as industry and research
communities.

Workshop 9 in the EuroDIG programme under
the heading Non-state actors in Europe and
beyond: The true shapers of cybersecurity
norms? discussed the role of non-state stake-
holders in the various emerging international
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cybersecurity norms development processes.
It approached the topic from the general posi-
tion of non-binding norms as an appropriate
tool for governments in international relations
and providing stability and security in Europe.
The workshop then proceeded to discuss poli-
cymaking by non-state actors in the field of in-
ternational cybersecurity policymaking and
the possible implications for both state and
non-state stakeholders. The session examined
how non-state actors in Europe and other re-
gions had become involved in such voluntary
norm-making processes - as opposed to inter-
national rules based in law - and the strategies
they had employed.

The risk that strong regulation of cyber-
space would stifle innovation and develop-
ment was also considered. The workshop par-
ticipants generally agreed that there was a
disconnect between new technologies and the
responses of governments and regulators and
that norms created by industry as a form of
self-regulation might potentially serve as a
starting point for building norms for agree-
ment at the international level®.

It was pointed out by representatives from
governments, the telecoms industry and
civil society that states had made great
progress in negotiating principles for cyber-
space regulation. This was despite some

notable failures, such as the inability of the
UN GGE (Group of Governmental Experts on
Advancing Responsible State Behaviour in
Cyberspace) to reach consensus in 2017.

Workshop participants acknowledged that
there were problems concerning the develop-
ment of norms and principles generally and
the ability of non-state actors to play an effec-
tive role in these processes. Key concern in-
cluded:

1. the differing political context that might
frame the norms and principle - e.g. ‘west-
ern principles’ vs. ‘eastern principles’;

2. transnational private industry players
seeking to develop their own international
norms for governing behaviour in cyber-
space and then submitting these propos-
als for endorsement. Industry players in-
evitably sought to advance their own
interests in the norm-making process, with
reference to their commercial objectives in
the development of markets.

It was generally agreed in the workshop that
non-state entities should not be able to dic-
tate the content of international conventions
for cyberspace because it remained the re-
sponsibility of states to agree legally- binding
norms®. It was also recognised that civil socie-
ty performed a valuable role in promoting the
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involvement of industry in the largely multilat-
eral processes to develop norms of behaviour,
instead of producing their own separate initia-
tives®.

It was recognised in the workshop’s conclu-
sions and contribution to EuroDIG’s Messages
that cyberspace would inevitably be subject to
political involvement due to the perception of
the so-called “cybersecurity arms race.” How-
ever, the workshop participants agreed that
framing the debate as “cyberstability” rather
than as “cyberwar” would provide more op-
portunities for all stakeholders to contribute
to the drafting of rules that would ensure the
development of a more secure global informa-
tion society and digital economy. This recom-
mendation came with an acknowledgement
that all stakeholders were responsible for their
actions in cyberspace®.

The workshop on cybersecurity held in Thilisi
- Workshop 5: 10T - economic opportunities
and security challenges - discussed recom-
mendations for enhancing the security of In-
ternet of Things (IoT) from three perspectives:
the end user, policymakers, and industry. The
workshop participants were split into three
groups with each group discussing particular
perspectives and tasked with producing relat-
ed recommendations. The workshop agreed

the following conclusions™ which were reflect-

ed in the EuroDIG Messages™

« Security standards embedded in loT de-
vices made them expensive; manufactur-
ers currently lacked the incentives to
adopt them because they reduced their
commercial viability.

« Information about the security and safety
of connected devices had to be clear, ob-
jective and easily understood.

«  Whether through informal mechanisms or
certification, users wanted the security of
devices to be tested and officially verified.

« The security and safety of devices de-
signed for children was a particular con-
cern for consumers.

« Governments should engage with busi-
nesses and citizens in loT research and de-
velopment in order to ensure that public
policy issues were taken into account.

In addition to the workshop sessions, the
Council of Europe organised an information
“flash” session in Thilisi (No.13) under the
heading Challenges of cybercrime and trans-
border investigations. The session focussed
on access to data, standards, public-private
partnerships and the “follow the money” ap-
proach to investigating online criminal pro-
ceeds™.
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EuroDIG 2019 held in The Hague had the
largest number of cybersecurity sessions in
the forum’s history™. This was perhaps not
surprising in “The City of International Peace
and Justice” and The Netherlands had been
among the leaders in Europe in setting the
agenda for cybersecurity, especially concern-
ing collaborative approaches.

Based on the topics for discussion submit-
ted during the preparatory call for issues, the
main EuroDIG event agenda contained three
cybersecurity sessions: a plenary on cyber
norms and two workshops on 1. addressing
technology challenges in cybersecurity and 2.
criminal justice in cyberspace. Furthermore, a
“day zero” pre-event was organised the Global
Commission on the Stability of Cyberspace
(GCSC) when stakeholder inputs on its cyber-
security recommendations were invited.

In addition, EuroDIG stakeholders organ-
ised two cybersecurity-related informational
“flash” sessions on 1. the role of the govern-
ments in coordinated security vulnerability
disclosures; and 2. a proposal to reconsider
the key concepts of cybersecurity in the realm
of growing concerns related to survivability.

Plenary Session 4: Making norms work -
Pursuing effective cybersecurity considered

the understanding of norms and their nature,
multilateral norm-making processes, and the
effectiveness of current norms. It was pointed
out that multilateral processes led by govern-
ments relating to cybersecurity norms were
becoming more open to multistakeholder in-
puts. It was recommended that this process of
opening up these negotiations should contin-
ue and that so-called “swing states” should be
convinced of the value of allowing more stake-
holder participation. Speakers from differing
stakeholder groups specifically highlighted
the valuable roles and contributions of the
technical community and civil society in these
processes.

An interactive poll of the audience con-
ducted during the session showed that the
then current agreed norms had not been per-
ceived as effective™ and therefore the session’s
EuroDIG Messages suggested more effort was
needed to develop norms on responsible state
behaviour in cyberspace. The session’s overall
conclusion was that the development and im-
plementation of norms needed to be done in
aninterdisciplinary way, and that these norms
should be non-binding. The EuroDIG Messages
recommended that multistakeholder and mul-
tilateral mechanisms should not be consid-
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ered as ideologically opposing frameworks for
agreeing norms but should be brought togeth-
er”.

Some session participants expressed the
view that the effectiveness of norms lay in
their “like-mindedness” and cited the Euro-
pean Union as an example of an effective
regulator and norm-maker because it
brought together states with shared val-
ues’™. Nevertheless, the session concluded
in its Messages that while regional efforts
were important, the Internet was global

and there was a need for global solutions.

Workshop 7: Cybersecurity challenges ahead!
How would you shape regulation to address
changing technology? discussed how regula-
tion needed to keep in step with the emerging
technical challenges of the next decade. The
EU intended to strengthen its approach
through more cyber-related regulation amidst
a growing global appetite for further regula-
tion in the field of cybersecurity.

The workshop included in its conclusions
and EuroDIG Messages a call for greater flexi-
bility in determining whether further regula-
tion was needed in every case. It also warned
that a false dichotomy of “privacy vs. security”
could significantly hamper the regulatory pol-
icymaking process and that support for secu-

rity and privacy by design could provide the
solution to this problem™.

With regard to the development of regula-
tory frameworks, the workshop recommend-
ed that effective decisions could only be
made if all the stakeholders’ perspectives
were taken into account™ and emphasised
that all relevant stakeholders needed to be at
the table. It was acknowledged that some is-
sues had to be settled by specific stakeholder
groups with the required expertise. The work-
shop also concluded that there was a pressing
need for national regulators to consider and
implement stronger enforcement mecha-
nisms.

Furthermore, in the absence of an inde-
pendent judiciary for cyberspace, the session
messages called for new mechanisms for dis-
pute resolution that would complement exist-
ing legal frameworks.

Taking forward the debate in the Plenary
Session when the role of like-minded coun-
tries was linked to the effectiveness of cyber
norms, participants in the workshop suggest-
ed that the implementation of best practices
by like-minded states could further strengthen
the adoption of responsible behaviour by a
larger number of actors™. The workshop also
recommended:

1. increased transparency and more effective
accountability mechanisms when address-
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ing the challenges posed by emerging
technologies.

2. digital literacy and consumer awareness
about cybersecurity needed to be better
implemented for a more effective holistic
approach in combatting cyber threats®.

Workshop 11 under the heading Criminal jus-
tice in cyberspace - more of everything? ex-
amined aspects of criminal justice in cyber-
space from the perspective of applicable
regulations, transborder access to electronic
evidence and human rights, public-private co-
operation and technical aspects of investiga-
tions®. The discussion in the workshop was
triggered by recent European Union and Coun-
cil of Europe initiatives that addressed the is-
sues of greater cooperation for tackling cyber-
crime and cross-border requests for electronic
data in criminal investigations. This reflected
in particular the ongoing discussions at that
time about the EU’s e-evidence proposals.
Representatives from civil society, private
industry, and law enforcement expressed
several key concerns as to whether the EU
proposals provided enough protection of fun-
damental rights, whether they took into ac-
count the different legal regimes of accounta-
bility of governments and private industry,

and whether they provided sufficient safe-

guards against abuse.

It was apparent in the workshop that there
were divergent views in particular among the
private sector stakeholders on what kinds of
frameworks were needed and how private in-
dustry would handle law enforcement re-
quests for e-evidence®. The session was un-
able therefore to produce consensus-based
recommendations on the EU’s e-evidence pro-
posals. However, the participants were able to
agree the following conclusions and to feed
into EuroDIG’s Messages:

1. criminal justice instruments to contain
safeguards and to ensure that fundamen-
tal principles were respected, including
principles of proportionality, necessity and
legality;

2. the need for increasing digital literacy in
the law enforcement agencies, judiciary,
and telecoms operators;

3. the importance of ensuring the Second
Draft Protocol to the Council of Europe’s
Budapest Convention on Cybercrime
worked for everyone, including non-EU
countries, and the need for conditions,
safeguards, and notifications to be present
in the negotiated document®.
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In 2020, like many events around the globe,
EuroDIG which had been scheduled to be held
in Katowice became a virtual forum as a con-
sequence of the COVID-19 pandemic. The Eu-
ropean Internet governance community was
able to respond quickly to the challenges of
moving the forum online with a virtual format
(if Internet governance events cannot be held
successfully on the Internet, what could be?!).
As the extensive social and economic lock-
downs imposed in many European countries
accelerated the transition online of almost
every aspect of daily life and activity, in-
evitably EuroDIG’s cybersecurity discussions
needed to address the cybersecurity and on-
line safety aspects and impacts of the global
pandemic.

In a EuroDIG pre-event some stakeholders
organised an informal “birds-of-a-feather”
session under the heading COVID-19 pan-
demic - lessons learned for children’s safe-
ty* which set the scene for the cybersecuri-
ty sessions in the main EuroDIG programme
covering the aspects of cybersecurity which
had been brought into sharp relief by the
pandemic: user confidence in cyberspace;

the next challenges for criminal justice; and

the impact of domain name system encryp-
tion on the Internet ecosystem and its
users®.

Workshop 2: Enhancing users’ confidence in
cyberspace - risks and solutions aimed to
identify the challenges in addressing risks in-
cluding the COVID-19 pandemic crisis. The dis-
cussion also explored solutions for ensuring
user confidence and trust online®. With regard
to addressing increased concerns about on-
line security during the global pandemic crisis,
it was agreed there was a need for stronger
digital literacy, particularly for children, their
parents and teachers, and citizens for whom
the pandemic had made it a necessity to be-
come part of the digital society, including the
elderly. Workshop participants also generally
agreed that digital literacy should be ap-
proached in an interdisciplinary manner.

The conclusions and EuroDIG’s Messages
also reflected the consensus in the workshop
that users needed to become more aware of
risks and be taught to think critically and dif-
ferentiate between safe and unsafe practices®.

The workshop also called for more user-
friendly security provisions in devices and ap-
plications, an issue which was highlighted by
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civil society and business sector participants.
It was recommended that ICT providers need-
ed to ensure greater transparency in their
practices, especially regarding implementa-
tion of security by design and security by de-
fault principles in the development of their
products.

Furthermore, the workshop participants
recommended that manufacturers and suppli-
ers should raise users’ trust in their products
through more transparency with regard to
data management, handling of users’ personal
data, vulnerability disclosure and procedures
for reporting inappropriate content on social
media platforms®.

Workshop 3: The Impact of DNS Encryption
on the Internet Ecosystem and its Users fo-
cussed on theissues surrounding the adoption
of DNS over HTTPS (known as DoH), a techni-
cal protocol which uses an encrypted connec-
tion for enhancing security when communi-
cating with the domain name server. The main
aspects discussed were 1. the effect of some
models of DoH on the centralisation of the In-
ternet’s infrastructure that could potentially
affect cybersecurity®; and 2. the different ef-
fects of encryption relating domain name sys-
tem queries for end-users, Internet service
providers (ISPs), operating systems, browsers,
and applications.

The workshop participants from the techni-
cal community and the telecoms industry ac-
knowledged that while the DoH standard re-
cently published by the Internet Engineering
Task Force (IETF) could result in stronger pri-
vacy and security for the end-user, there was a
risk it could also create additional problems
such as limiting the choice of DNS resolvers
and operating system configurations. The dis-
cussion also pointed out the additional prob-
lems that DoH created for ISPs due in effect to
its breaking the balance of power between the
browser and operator communities and as a
result creating potentially higher risks of mar-
ket and network centralisation®.

The workshop recommended in its conclu-
sions and the EuroDIG Messages that the com-
munity should work on deployment models
that would address these concerns, bearing in
mind the need to educate end-users about
how the domain name system operated and to
increase the level of trust in ISPs and domain
name resolvers. The conclusions also high-
lighted the need to consider legal aspects of
the relationships between end-users and
DoH/DoT providers®.

Following the discussions about the chal-
lenges of cross-border access to digital evi-
dence during previous EuroDIG discussions,
Workshop 7 under the heading Criminal jus-
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tice in cyberspace - what’s next? explored
the ways forward to address the issues of
crime and justice in cyberspace. The session
focussed on several key areas including artifi-
cial intelligence, content moderation, and
emerging legal frameworks™.

The workshop examined first of all in the
context of recent EU proposals to regulate the
provision of online content by Internet inter-
mediaries, the issue of online content modera-
tion and the challenge of finding the right bal-
ance between action to remove illegal and
harmful online content, and the upholding of
fundamental rights including freedom of ex-
pression.

In view of the cross-border origins of much
online content and the absence of universally
agreed definitions of crime and terrorism, co-
operation between governments and the pri-
vate sector on these matters was crucial”. The
workshop participants agreed therefore that a
way forward was needed to resolve the differ-
ences between national laws, in particular
concerning the definition of what was accept-
able online content, while upholding the high-
est standards relating to freedom of expres-
sion and other fundamental rights*.

Secondly, the workshop discussed the use
of artificial intelligence (Al) technologies by
law enforcement agencies. While there was
general agreement that the use of Al provided

new means and opportunities for tackling
crime, participants from academia and busi-
ness raised concerns about the potential
wider effects of these tools and called for dili-
gence in their use. It was noted in that Al appli-
cations required large amounts of resources
and an advanced understanding of the tech-
nology. The resulting key EuroDIG Message
provided by the workshop recommended that
Al tools in law enforcement practice should
not be implemented without human over-
sight®, a position that had been recommend-
ed by the European Parliament™.

The recent increase in multilateral propos-
als to create new norms for dealing with cyber-
crime was identified as yet another key issue.
Concerns were raised in the workshop that
proposals put forward by certain member
states in the UN for a new cybercrime treaty
posed the risk of duplicating efforts, increas-
ing legal fragmentation and being likely to
lead to agreements that only set minimum
standards. These concerns were reflected in
the workshop outcomes and the EuroDIG Mes-
sages which highlighted the importance of up-
holding the existing high standards estab-
lished by the Budapest Convention”.

The workshop also considered the problem
raised by speakers from law enforcement and
academia of the increases in the use by cyber-
criminals of encryption and anonymisation
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which significantly obstructed criminal inves-
tigations. The session concluded with recom-
mending alternative solutions that balanced

the need for users’ privacy protection while
also enabling law enforcement agencies to in-
vestigate online criminal activity effectively®.
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Cybersecurity discussions at EuroDIG have al-
ways been based on issues identified by the
EuroDIG multistakeholder community as the
most relevant for the Internet governance and
security agendas for Europe. Many of these is-
sues reflect similar agendas at the UN Internet
Governance Forum (IGF) and other interna-
tional fora dealing with cyber issues, opportu-
nities and challenges. The annual EuroDIG
multistakeholder forum and its growing inter-
sessional activities present to the global com-
munity of individual and business Internet
users, government policymakers and law en-
forcement agencies, civil society experts and
technical community representatives, an im-
portant regional assessment of the views, con-
sensus positions and recommendations of
stakeholders across the continent of Europe.
A key turning point in the discussions at
EuroDIG occurred in 2017 when - perhaps to
the surprise of many stakeholders - there was
general acknowledgment that governments
and regulators needed to take a leading role in
the development of national and global cyber-
security policies and solutions to the emerging

challenges for online security and safety. How-
ever, it was also recognised that this did not
contradict the widespread support for collab-
orative approaches and the involvement of all
stakeholders in these processes. Rather it led
to calls for strengthening the multistakeholder
processes with the shared aim of achieving
greater trust, transparency and accountabili-
ty. Governments, regulators and law enforce-
ment agencies could not achieve these goals
alone: the EuroDIG sessions on cybersecurity
have consistently underlined the critical im-
portance of engaging not only with the cyber-
security technical community and law en-
forcement cybercrime experts, but with all
stakeholders with a direct interest in online se-
curity, safety, rights and the social and eco-
nomic impacts, including governments, regu-
lators, civil society, parliamentarians, youth
representatives and academics.

To some extent this necessity for open and
diverse participation reflected the complexi-
ties of the challenges associated with cyberse-
curity. However, underpinning this approach
also has been the unstinting belief by Euro-
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pean stakeholders that the opportunities and
the solutions can only be developed and re-
alised with everyone being at the table. As this
chronological survey shows, EuroDIG has
demonstrated in its record of success since its
inception in 2008 that it provides a unique
open forum for the Internet’s stakeholders
from the broad continent of Europe to come

together with that objective firmly in mind.
The outcomes of its plenary sessions, work-
shops and information sessions as reported in
the annual EuroDIG Messages have underlined
the critical importance of all stakeholder com-
munities working together to achieve the level
of sustainable cybersecurity on which the
global economy now depends.
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